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Welcome to the SDS Kiosk 2.0 User Guide!

SDS Kiosk is a unified and multiplatform (Windows, iOS, Android, Windows Phone) solution for hardware and software
diagnostics. It includes features that can be used in system setup, tune-up and repair, backup, recovery, migration and data
restoration, secure wipe, image and application deployment, refurbishing and resell.

Please Note: This product is scalable and customizable, so some features described in this document may not be
available in your version of the product and the screenshots may not match exactly your workflow. Also, some
customizations of your product version may not be described in this document.

For SDS Kiosk 1.x users, this update brings the following changes:
1. New use case oriented flows

PC Setup

PC Tune Up

PC Open Box

PC Trade-in

PC Repair

More efficient antivirus, updated on a regular basis

® N o A WD

Antimalware, updated on a regular basis
9. Advanced and customized hardware tests
10. Summary Report (for the customer)

11. Full report (archived on the Kiosk)

12. Windows 10 Recovery

Beyond the benefits of the SDS Kiosk product itself, you now have access to a web portal entirely configurable where all
actions done on the kiosks are centralized and available. This will also give you the capability to easily extract statistics for
your Kiosk solutions (see SDS Dashboard — User Guide).

If you have a USB key created for booting PCs with a previous product
version, you need to update it by plugging it into the console (see the
appendix "How to configure DHCP on a non server edition of Windows

1. Download DHCP Server from http://www.dhcpserver.de/cms/
2. Copy the folder dhcpsrv2.5.2 to remoteinstall folder
3. Launch dhcpwiz.exe

4. Click on "Next >" button

U

Select your LAN card, and click on "Next >" button:
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Network Interface cards

Please select the network card you want to run the DHCP server on:

Name [ IP-Address | DHCP

Connexion réseau Bluetocth 0.00.0 Enabled
WiFi 0000 Enabled
Connexion au réseau local” 1 0.00.0 Enabled
Ethemet 0000 Enabled

It is not recommended to run DHCF server on a network card e
which already has DHCP enabled

6. In the “Supported Protocols” scr

een, don't select anything and click on “Next >" button:

Supported Protocols

7. Select you IP range and click on

This DHCP Server supports more than just the DHCP protocol. Please select which other
protocols you want to enable

- File Server Protocols

[~ HTTP (Web Server)
[~ TFTP (Trivial File Transfer Protocol used for remote boot)

Root path: |
™ TFTP has wite permission

~Name Service Protocols

[~ DNS (Dynamic Name Service Protocol)

Forwarding address: o .0 .0 0

All DNS requests that can not be resolved locally are
forwarded to this DNS server.

X

< Précédent I Suivant > Annuler

"Next” button:

[Cenfiguring DHCP for Interface

r~ Network Interface Definition

Name Connesdon au réseau local” 1
IP Address 0.0.00
~Configuration
IP-Pool 192 168 . 0 . 2 - |255

Lease Time: 1 Day -

[ Delete expired leases in intervals of IBBDD seconds
IV Trace
DHCP Qptions ... | Advanced ...

<Prscédent | Suwani> | Aonuier |

8. Check the option "Overwrite existing file”, click on "Write INI file” and then click on "Next >" button:
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Writing the INI file

You are now ready to write the INI file. Please hit firish to complete the corfiguration
After that you can run the dhcpsrv.exe program to execute the DHCP server.

[F:\dhcpsrv2.5. 2\dhepsrv.ini

INI File content:

[SETTINGS] ”
IPPOOL_1=152.168.0.25-255

IPBIND_1=0.0.0.0

Associate BindsToPools=1

Trace=1

DeleteOnRelezse=0

ExpiredLease Timeout=3600

INI File:

[GENERAL]

[ Owvenwrite existing file

Wiite INI file |

< Précedent I Suivant > I

Annuler |

9. Check the option "Run DHCP server immediately”, click on “Admin...” button

DHCP configuration completed X

*You are now ready to start the DHCP server. You have the option to run the server as
a Windows service and it is recommended to add firewall exceptions to enable all
communications of the DHCP server.

Service Firewall exception:
Instal Configure
Femcve Femcve
Start
Stop = Firewall enabled
Status Staius:  |Notcorfigred

™ Run DHCP serverimmediatly

@ Admin ...

10. The DHCP service is now running:

(Frécédenll Teminer I Annuler I
DHCP Server - X
Service Firewall exceptions
Install Configure
Femove Femove
Stop ¥ Firewall enabled
Status: IW Status: ll:ﬂnﬂgu[gd—

Exit

Update of the boot USB key").

and then on “Finish” button:
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Hardware Prerequisites

v
v
v

RN NEN

CPU: Intel Celeron Dual Core processor

RAM: 4GB min

Storage: 120GB HDD (40GB for the system and application, 70GB for smartphones and tablets ROMs) and more
for PC images

1 gigabit network port

HDMI port

At least 3 USB ports (1 for the mobile hub and 2 for keyboard & mouse)

Wi-Fi

Software Prerequisites

v
v
v

Windows 10 or Windows Server (Latest version recommended or at least Windows Server 2012 R2)
Active Directory domain services and DNS Server DNS installed et configured (for Windows Server only)
DHCP Server DHCP installed et configured (Cf. How to configure DHCP on a non server edition of Windows

for Windows 10)

v
v
v

v

Windows Deployment Services (WDS) installed et configured (for Windows Server only)

WDS remote installation folder shared with Full Control for Everyone and labelled “reminst”

Latest Windows Assessment Deployment Kit (Windows ADK) installed (to download from
https://developer.microsoft.com/en-us/windows/hardware/windows-assessment-deployment-Kkit)

SQL server configured on the server where you want to store usage statistics (not required if you want to use SDS
Dashboard)

Note: Please note that there is no PXE boot with a non-server edition of Windows but you can boot from a bootable USB
key plugged on an Ethernet + USB <-> USB adaptor.
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When started, the software displays the screen below:

Diagnostic Kiosk =z

Click here.

© Copyright SoftThinks™. The contents of this document are confidential and can not be used, Page 8/177

reproduced or diffused without prior written authorization from SoftThinks™.



sofTtthinks. SDS Kiosk 2.0
User Guide

You are then prompted to select the device to manage. It can be:
- Adesktop PC, laptop or tablet under Windows (excluding Windows RT)
- A USB key or an external USB drive

- A smartphone or a tablet under Android, iOS, Windows Phone, Windows RT, Blackberry

. ) - - - —
saldaed  Diagnostic Kiosk S | ome
What device do you want to manage?
y N | N
‘ __ ] . ﬂ Hﬂ
. —
My computer My external storage My smartphone or tablet
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PART 1: PC & TABLETS UNDER
WINDOWS

The customer PC has to be connected to the Kiosk through the network port. When the connection is detected, the PC
display is mirrored on the server screen for more comfort. The PC has first to be configured to boot to the USB key provided
with the kiosk or in PXE mode; this action is done in the BIOS.

If you need assistance to configure the BIOS for booting on the network, click on the brand of the device to be treated and
follow the instructions displayed on the screen. This enables us to give you instructions specific to this device. Note that the
BIOS setup is different for every brand and device type.

Diagnostic Kiosk

Select your device brand:

‘ acer “drockardbel  ASUS
K

comPAQ Ilenovo Microsoft

SAMSUNG SONY @ TOSHIBA

These step-by-step instructions are helpful instructions only. It is also possible to connect a PC of another brand that is not
listed on the screen.
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After having selected the brand, please indicate if it is a desktop PC, a laptop or a tablet under Windows:

Diagnostic Kiosk

Select your device type:

Desktop Touch pad

And follow the the steps indicated (they depend on the brand and device type):

Diagnostic Kiosk

R

e Plug the power cable into the power outlet.
e Then plug the network cable into one of the available
ports on the side of your computer.
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P Diagnostic Kiosk

Press the On/Off button to power
on your computer. Upon power up, 4
press intermittently the “F2" key. i 0

2048
ST3201 TO12-1DG14C  (320GR)

1SSTcorp DVDY/ RY SU 208FB
65

<65W>
2048 HO
1600 Hiz

Release “F2" when you get the
following screen.

At this point follow the instructions given on the customer PC screen in order to boot correctly and choose, if prompted,
the 64-bit SDS version (the 32-bit version should be used only in case of compatibility issue).
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Once the PCis started and detected by the kiosk, both kiosk and PC screens will display the most common use cases:

- Configure a new PC (PC Setup).
- Optimize the performance of a PC (PC Tune Up).
- Repair a PC (PC Repair).

- Refurbish a recently purchased PC brought back by the customer within the return period (PC Open Box).

- Sell an old PC (PC Trade-In).

PC Expert enables direct access to all the kiosk tools.

Diagnostic Kiosk

Please select an option:

@ A

PC Setup PC Tune Up PC Repair

p 3

PC Trade-In PC Open Box PC Expert

Depending on the customization made for the retailer, you may be prompted to enter a Service Record Number, an operator
ID or any other useful information before reaching this screen. This information will be stored in the product database and

will be available through the web portal.

In some screens, the icon in the upper right corner showing a house A enables you to come back to this screen (it may be

disabled during a process that cannot be interrupted).
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PC Setup

When buying a new PC or tablet, some customers need help to get started with their new device and to be reassured in
regard to data protection and security. Most of the time, they also ask for advice for applications to install.

The feature PC Setup will cover those needs:

Verification of security settings (firewall, Anti-Virus...)

Configuration of automated Windows updates and installation of available updates (v2.1)

Identification and desactivation of applications launched at startup that may impact PC performance

Identification and uninstallation of applications that the customer does not want to use anymore (v2.1)

Selection and installation of applications provided by the retailer

Creation of an additional user account (this may be disabled in the script)

Check what can be optimized

Check if firewall is enabled

Check if antivirus is enabled

Check if Windows Updates enabled & up to date

(v2.1)

List non MS applications & services run at startup

| |V2.1: List applications installed (to uninstall them)l |

Check results

& | Applythe Select the Deploy the
- optimizations applications to e Report
optimizations selected denlo applications
customization ploy
Home
alnﬁ:2!t€2ﬁs P Reboot under
PC Welcome PP - Windows
deployed
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After clicking on the “"PC Setup” tile, an automated analysis of all the parameters to check and optimize is launched:
1. FIREWALL: check that the Windows firewall is enabled.
2. SYSTEM PROTECTION: check the the Windows “Restore Points” feature is enabled.
3. WINDOWS DEFENDER STATUS: check that the Windows antivirus is enabled.
4. APPLICATIONS LAUNCHED AT STARTUP: identify applications launched at Windows startup.

Diagnostic Kiosk

Analyze
THE PROCESS IS CHECKING THE DEVICE. PLEASE WAIT...

FIREWALL >
SYSTEM PROTECTION >
WINDOWS DEFENDER STATUS ©

APPLICATIONS RUN AT STARTUP ©

B =

During the analysis, the picture on the right shows if the item is already configured as needed (E4) or if an optimization is
possible (B).
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Once the analysis is completed, you can see the result for each item:

Diagnostic Kiosk

Results
PLEASE FIND BELOW THE RESULTS OF THE ANALYSIS AND THE OPTIMIZATIONS SUGGESTED:

FIREWALL
SYSTEM PROTECTION
WINDOWS DEFENDER STATUS © -

APPLICATIONS RUN AT STARTUP © &
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If an optimization is possible, you can choose to apply it or not using the ® button and in some cases to configure it
using the L button. In the example below, you can select the applications that you don’t want to launch at startup:

sl Diagnostic Kiosk
Results
PLEASE FIND BELOW THE RESULTS OF THE ANALYSIS AND THE OPTIMIZATIONS SUGGESTED:
=§ APPLICATIONS RUN AT STARTUP ©
[Japoint
[[IsysTrayApp
[Clauickset
DIAStorIcon
[JAdobe ARM
u
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When you have selected and configured the optimizations you want, click on the “Continue” button to perform them and

once they have been successfully applied their status becomes green:

Diagnostic Kiosk

Results after optimization
PLEASE FIND BELOW THE RESULTS AFTER OPTIMIZATION:

FIREWALL
SYSTEM PROTECTION
WINDOWS DEFENDER STATUS

APPLICATIONS RUN AT STARTUP

[l
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You have then the option to install applications preimported in the SDS database:

Diagnostic Kiosk

Application selection

Select the application(s) you want to install during deployment.

Search: |

Application

Application
CCLEANER
FILEZILLA

google chrome 32 bit
google chrome 64
GoogleChrome
LIBRE OFFICE

office 2015 .

steam

VLC

Size of the application selected: 0.00 MB Nb of applications: 0
Type: Total space required: 0.00 MB
Language:

Operating system:

Select in the left side list the applications to install and move them to the right using the a button.

You can also search for a specific application using the search field.
The selected applications will be copied to the customer’s PC and they will be installed at the next startup of the PC.
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PC Tune Up

A customer may bring back a PC bought several months ago because he finds it too slow or because he is worried about
the security or confidentiality of his data.

The purpose of PC Tune Up module is to recover the original performance of the PC and to ensure that the PC is secure.
«  Verification and optimization of the storage space.
+ ldentification and deactivation of applications launched at startup that may impact PC performance.
«  Verification of security settings (firewall, Wi-Fi...).
*  Removal of browsing history, cookies, files recently used...
* Configuration of automated Windows updates and installation of available updates.
*  Removal of viruses and malware.

+ Selection and installation of applications provided by the retailer.

Check what can be optimized

Check disk free space

Compute how many space can be reclaimed

List all non-secure WiFl networks saved

i i Check results
Check if firewall is enabled Apply the Select the
& o N o - .| Deploy the .
Check if antivirus is enabled o optimizations applications to e Report
optimizations lected deol applications
Virus & Malwares scan customization selecte eploy
Privacy I
Home
Check if Windows Updates enabled & up to date
(v2.1)
PC Welcome )« Hom
List non MS applications & services run at startup

After clicking on the "PC Tune Up” tile, an automated analysis of all of the available optimizations is launched:

1. FREE DISK SPACE: detection of free disk space and of files that could be deleted without risk in order to free some
storage space (estimations by file type and by file location)

2. PRIVACY: removal of browsing history, cookies, files recently used...

3. WI-FI NETWORKS SECURITY: identification of the unsecure Wi-Fi networks to which the PC has been connected, in
order to prevent a future automated connection
4. FIREWALL: check that the Windows firewall is enabled
5. SYSTEM PROTECTION: check the the Windows “Restore Points” feature is enabled
6. WINDOWS DEFENDER STATUS: check that embedded Windows Anti-Virus is enabled
7. ANTIVIRUS & ANTIMALWARE: search for viruses and malware
8. APPLICATIONS LAUNCHED AT STARTUP: identify applications launched at Windows startup
© Copyright SoftThinks™. The contents of this document are confidential and can not be used, Page 20/177
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Diagnostic Kiosk

Analyze
THE PROCESS IS CHECKING THE DEVICE. PLEASE WAIT...

FREE DISK SPACE © ° o
WI-FI NETWORKS SECURITY
FIREWALL

PRIVACY

SYSTEM PROTECTION

WINDOWS DEFENDER STATUS

VIRUS AND MALWARE SCAN iy

In the course of the analysis, the animation to the right is replaced by a picture that shows if the item is already configured
as needed () or if an optimization is possible (H).

About “FREE DISK SPACE", the status indicated is “critical” if it's below 1 GB, and “warning” if more than 15 GB of disk space
could be freed (these thresholds are configurable: Analysis setup and optimization of free disk space). By clicking on &7,
you can unselect the file types that the customer would like to keep (for each file type, you will see the total size of the
corresponding files).

About "WI-FI NETWORKS SECURITY", the status indicated is “warning” if some unsecure Wi-Fi networks have been detected
in the connection history. By default, no network is selected but this behavior can be inverted (Configuration of Wi-Fi
networks security optimization)

The search for "ANTIVIRUS & ANTIMALWARE" being a possibly very long process, it is possible to cancel it by clicking on
the ® button during the analysis. As the process cannot be cancelled during its initialization that lasts about 1 minute, this
button will not be visible during this step.

It is also possible to configure the folders to analyze and to restrict the search to the system and applications folders.
However, some user data or software installed at locations other than those intended may be infected. That's why we advise
to always perfom a complete analysis a better user experience and increased confidence in the retailer. However with this
in mind, if you want to change the default behavior, you can follow the instructions in the appendix (Antivirus and
antimalware setup).
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When the analysis is completed, the results are displayed:

Diagnostic Kiosk

Results
PLEASE FIND BELOW THE RESULTS OF THE ANALYSIS AND THE OPTIMIZATIONS SUGGESTED:

Proceed

f
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You can choose the optimizations you want to apply (all are preselected by default) and you can configure them if you want:

_ . . a
Diagnostic Kiosk

Results
PLEASE FIND BELOW THE RESULTS OF THE ANALYSIS AND THE OPTIMIZATIONS SUGGESTED:

FREE DISK SPACE (390.52 GB / 18.84 MB) © = RV
EEmpty Recycle Bin (0 Bytes)
EEmpty Clipboard (0 Bytes)
Emptv Temporary folders (18.83 MB)
[CJEmpty Download folders (304 Bytes)

[CJEmpty Prefetch folder (4.86 MB)

[Delete Windows Restore Points (0 Bytes)
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Once all selected optimizations are completed, their results are displayed:

Diagnostic Kiosk

Results after optimization
PLEASE FIND BELOW THE RESULTS AFTER OPTIMIZATION:

WINDOWS DEFENDER STATUS

VIRUS AND MALWARE SCAN (0 threats found.]

w
&
m
£
2
o
m
!
o
=
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PC Open Box

When a customer has changed his mind, and brings back a PC during the legal period, it is necessary to ensure that this PC
works perfectly and that it does not contain any user data, before being able to resell it.

This is the goal of the module “PC Open Box" which performs quick hardware tests (which can be customized, as described
in the chapter Quick hardware test duration setup), checks if the PC has been used (if not, it can be resold directly as is),
deletes user data after having given him the option to back it up on external storage. It then recovers the system thanks to
the factory image if it is present and usable.

WinPE Hardware
Diagnostic
(Target 5mn +
2mn HDD)

T
Failed
A 4

HW tests failing
report

Advanced
Options

PC Expert Lb(

V2.1: Distributor pl(ture SKU & price for

— — — — -Home— — +-———

external HDD purcha:e

Home

PC Welcome |«

T

Wipe all Deploy the PC
| Passed OOBE | partitions |—» grac:grcye Ierga’ag Open Box
e passed? '1*| except RP P Reset
L ' -
r Factory o E;mt.t. Home
: Succee image found or || VVlpe partitions
Indicate the user ig dows 102 partially restored |
that the PC has Back up v |
never been used user data Wipe the PC
and can be sold Nl e .| Open Box |
directly | | disk i Report |
Shutdown | Failled
| e i | |
Ask for external HDD Failin
Shutdown > 9 vance vancq
| and offer o buy one | | report ——Advnced p( - PCExpert J4—'grionl |

Shutdown

Home
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When you click on the “PC Open Box" tile, the kiosk will automatically launch hardware tests of the main PC components:
- Internal storage (HDD/SSD)
- Processor
- Memory
- Mother board

sk  Diagnostic Kiosk

Analysis of main components

W

N 4

Analysis of drives (HDD, SSDJ...

Note: you can configure the duration of the quick hardware tests (5 to 10 minutes per component, by default). Please refer
to the appendix Quick hardware test duration setup.

If an issue has been detected during these tests, the following screen will indicate the component that has failed the test,
the refurbishing process will be stoped and a report will be generated. You will then have the option to switch to PC Expert
mode for performing other more advanced hardware tests, backing up user data or using any other tool available.
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If no hardware issue has been detected, we will check if the PC has been used (if not, it can be resold directly as is):

snftthinks Diagnostic Kiosk

Refurbishing

This device has never been used. It can be sold directly.

Shut down

Technical note: it is considered that a PC has never been used if the OOBE (Out Of Box Experience) has not been performed
and if no system recovery has been done.
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You can back up user data, if you want:

Diagnostic Kiosk

Data and settings backup

We will now back up your data and personal settings before we restore your system.
Please attach a USB drive with enough space to hold your files.
Below are the file types we have pre-selected to be saved.

Click "Continue” to proceed or click "Select more" to view the summary or add any additional files that you would like to save.

Photos Videos

Musics Financial Data

“
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Photos, videos, audio files and financial data are backed up by default, as well as some user settings (wallpaper...) but if
you want to add more files, or eventually remove some pre-selected files, click on “Select more”:

softthinks Diag nOStiC KIOSk

Select additional file(s)

+ MMM UpdatusUser
= LW Public
Videos
* Pictures
Music
Libraries
Downloads
Documents
Desktop
Administrator
Videos
Searches
. Saved Games
= Pictures
Music
. Links
Favorites
Downloads
= Documents
Desktop
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Then click on “Continue”. You will be prompted for an external storage device. If there is not enough free sapce, you will be
asked to connect a USB device of higher capacity:

sk  Diagnostic Kiosk

Attach External Drive.

Please attach a USB hard drive to your system in order to back up your data and personal settings.
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Once a USB storage device with enough free space has been connected, the backup will begin:

Diagnostic Kiosk

Creating the backup...

N

We are currently backing up all of your data.

Diagnostic Kiosk

Data Backup

a
Backup completed
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The content of all partitions (except the recovery partition) will be securely erased (ADISA certified algorithm) in order to
ensure that the PC does not contain any user data anymore:

Diagnostic Kiosk

Disk Cleaner

Disk or volume data will be sanitized using a secured algorithm.

Disk 10: 1 - Model: INTEL SSOMCEAC1 2083 - Size: 111.790 GB - SN: CVLI301 601851208

Disk 1D: 2 - Model: USB Flash Drive - Size: 7.467 GB - SN: AAM5930F 1106526
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If a system image has been found, it will be restored to the system in its initial state:

Diagnostic Kiosk

Restoring Operating System...

The Services Kiosk is now restoring your Operating System.
Please wait while we perform this important task.

Installing: Microsoft® Windows® Operating System - Professional

Technical note: if any error occurs during the system recovery or if we detect after recovery that the image had not been

captured in factory, we will also erase the recovery partition containing this image.
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PC Trade-in

When a customer buys a new device, he might be interested in having a discount if the retailer refurbishes his old device.

This is the purpose of the module “PC Trade-in". It is available based on the module "PC Open Box" with the addition of a
value estimate for the repurchase of the old device and its acceptance or refusal by the customer.

WinPE Hardware
Diagnostic | Query PC Trade-In
(Target 5mn + ~ o "] Partners for the client accept >—no— Cancel report
2”?” HDD) best price
I
Failed Home Shutdown
PC Trade-In PC e
Error report partners : Home
P (brockers) Welcome Indicate the
. . user that the PC

Advanced Shutdown Home has never been
NO—> —
Op“O”S used and can
be sold directl "
PC Expert Shutdown \/\y
YEJ

PC
PC Expert Agptiolnsd Welcome

Wipe the PC Home
YESP Back up whole | @dedn 1
space plugged user data disk Report
?
Errlor Errl'or
NO YES |
A 4 Q |
|| Ask for external HDD : Wipe
and offer to buy one W'PE,’ al Deploy the partitions
= Error. partitions —» Factory -Error .
except RP Image partially
V2.1: Distributor picture, SKU &
M@Chﬂl Error: i reSt?red

PC Trade-In PC PC Trade-In
Failing reportf*omel \voicome /™1 Report Shutdown

Shutdown

Advanced
PC Expert Options
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When you click on the the “PC Trade-in" tile, the kiosk will automatically launch hardware tests of the main PC
components:

- Internal storage (HDD/SSD)
- Processor

- Memory

- Mother board

softthinks DlagnOSth KlOSk

Analysis of main components

Analysis of drives (HDD, SSD)...

Note: you can configure the duration of the quick hardware tests (5 minutes per component, by default). Please refer to
the appendixQuick hardware test duration setup.

If an issue has been detected during these tests, the following screen will indicate the component that has failed the test,
and the trade-in process will be stoped and a report will be generated. You will then have the option to switch to PC Expert
mode for performing other more advanced hardware tests, backing up user data or using any other tool available.
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If no hardware issue has been detected, we will collect all the information we can silently from the process and display
them in the screen below. We will the ask you to answer the any question requiring a manual/visual control for evaluating

the device state that can affect the repurchase value:

snftthinks DlagnOStIC KlOSk

INTEL SSDMCEAC120B3 - 111.79 GB (E - MBR)

Is the device fully functional?
Are there physical damages?
Is the screen functional, without dark spots and not broken or cracked?

Does the device include the correct AC power adaptor/power cord, and battery (if
relevant)?

OYes

OYes
OYes

OYes

Trade-In
CPU: Intel(R) Core(TM) i7-3610GM CPU (@ 2.30GHz
J MOTHERBOARD: Dell Inc. - A7E3T2 - X01
BIOS VERSION/DATE: A17 - 05/19/2015
RAM DETECTED: 4096 MB
MANUFACTURER: Dell Inc.
PRODUCT: Inspiron 7720 (Inspiron 7720)
VERSION:
SERIAL: PN5N793
NIC SPEED/NAME: 100 Mbps - Realtek PCle FE Family Controller, V=9.1
GRAPHIC RES: 1920 x 1080 (32 bits - 96 DPI) | (1) - GK107M [GeForce GT 650M]
SOUND CARD: (2) - GK107 HDMI Audio Controller+7 Series/C210 Series Chipset Family High Definition Audio Controller
OPTIC DRIVE: Optiarc , DVDRWBD BC-5540H, 201A (F)
FIXED DISK: ST9750420AS - 698.64 GB (C,D - GPT)

ONo
ONo
OND

ONo

f

This question list is configurable (number of questions, wording, answers with 2 or 3 choices) as it will depend on the

partnerships for PC repurchase.

In order to get the best possible value estimate of the old device, the information about the device, the results of the
hardware tests and the responses to the questions above will be transmitted to the retailer partners and the highest estimate
will be submitted to the customer. As this repurchase value estimate process depends on the partnerships, it will require a
specific custimization for integrating the APIs of these partners. That's why this process is not implemented, but simulated,

in the generic version of Kiosk 2.0.
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When all data required for the repurchase value estimate has been collected, we then we display the best repurchase offer:

f

sk  Diagnostic Kiosk

Trade-In
CPU: Intel(R) Core(TM) i7-3610GM CPU (@ 2.30GHz
J MOTHERBOARD: Dell Inc. - A7E3T2 - X01
BIOS VERSION/DATE: A17 - 05/19/2015
RAM DETECTED: 4096 MB
MANUFACTURER: Dell Inc.
PRODUCT: Inspiron 7720 (Inspiron 7720)
VERSION:
SERIAL: PN5N793
NIC SPEED/NAME: 100 Mbps - Realtek PCle FE Family Controller, V=9.1
GRAPHIC RES: 1920 x 1080 (32 bits - 96 DPI) | (1) - GK107M [GeForce GT 650M]
SOUND CARD: (2) - GK107 HDMI Audio Controller+7 Series/C210 Series Chipset Family High Definition Audio Controller
OPTIC DRIVE: Optiarc , DVDRWBD BC-5540H, 201A (F)
FIXED DISK: ST9750420AS - 698.64 GB (C,D - GPT)

INTEL SSDMCEAC120B3 - 111.79 GB (E - MBR)

Your Estimated Trade-In Value: XXXX $

Do you accept this quote?
If so, you will be offered to back up your data before we completely wipe your device with certified and secure method.

m

If the customer accepts this quote, we will check if the PC has been used and if not we will refurbish it as described above
in the chapter "PC Open Box".
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PC Repair

If the PC connected to the kiosk does not work well, the “PC Repair” flow will perform analysis and apply the most relevant
corrections to fix the problems identified.

Quick SW checks

Check Partition Table

YES

Quick HW checks
Quick system disk test

Check Master Boot Record

Still
error(s)
found?

Check volumes

Error(s)
found?

Quick CPU test Error(s)

found?

Quick RAM test

Quick Motherboard test Check blue screens

L
L
L
NO->||
L
Ll
L

|
|
|
Checkboot files | |
|
||
|

‘s Check registry V55 NVO
: ; Display results
Check system files Repfag;:(;r o suggesting the user to Display results
Display results reboot into the OS to and generate
and generate check if the issue is intermediate
intermediate Reb°°t solved and generate reports
reports intermediate reports |
|

Advanced

Advanced
Opﬂons\—/|/_\
— —— —Home— PC Welcome )« HomeT —
| Advanced

Home /ﬁ Options | | Options
9 PCExpert )< .
NG | |
— j YES A
v d [
Display results |
suggesting the user to Déploy the PC Repal
Does L Restore |
Advanced recovery the system | . 4l fractory R L Success
Options and generate e lhe client want >—p Image from g usert? il I report
intermediate reports he RP settings iy
\_/—\ Back up ‘
YES user data & Failed

Failed

settings

| l | Shutdown
5 ,

External HDD YES PC Repair /I\dvanced PC Repair
with enough space i Options Warning o
utdowrr
plugged? report
\/_\
Ask for external HDD and offer to buy one |<—N Shutdown »( Shutdown
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The kiosk will first automatically launch hardware tests of the main PC components:
- Internal storage (HDD/SSD)
- Processor
- Memory
- Mother board

sk  Diagnostic Kiosk

Analysis of main components

W

N 4

Analysis of drives (HDD, SSDJ...

Note: By default these tests take about 20 minutes. You can configure the duration of the quick hardware tests (5 to 10
minutes per component, by default). Please refer to the appendix Quick hardware test duration setup.

If an issue has been detected during these tests, the following screen will indicate the component that has failed the test,
the repair process will be stoped and a report will be generated. You will then have the option to switch to PC Expert mode
for performing other more advanced hardware tests, backing up user data or using any other tool available.
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We will then analyse the system in search of the most commonly encountered issues and correct them:

sofithinks DlagnOSth KIOSk

Smart Repair Progress Summary

The Services Kiosk is working to repair your system.

Note: Please refer to the appendix Smart Repair for more technical details.

If software issues have been detected and fixed, you will be then asked to reboot the PC and check that everything is now
functional, knowing that there may be other issues that require a full system recovery.
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If you want to continue the process, or if no issue has been detected or could be fixed, the operating system will be
restored. We will back up user data if the user selects it (Please refer to the chapter Backup and migration of user data and

settings):

Diagnostic Kiosk

Restoring Operating System...

The Services Kiosk is now restoring your Operating System.
Please wait while we perform this important task.

Installing: Microsoft® Windows® Operating System - Professional
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PC Expert

When you click on the “PC Expert” tile, a quick analysis of the PC is launched to determine the possible actions:

sk  Diagnostic Kiosk

Checking your device...
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By default, 9 tools are available (with new features in bold, compared to version 1.0):
1. Custom hardware diagnostics (versus quick hardware diagnostics in version 1.x).
Search for errors in Windows.
Search for viruses and malware.
Restoration of deleted data.
Backup and migration of user data and settings.
Raw data backup.
Data recovery to another computer.
Secure wipe of disks.

© © N o Vv A~ WD

System recovery (from Windows 7 to 8.1) or system reset (for Windows 10).

Diagnostic Kiosk

Please select an option: 0}

Customized hardware diagnostics.
(Duration depending on tests selected).

Raw data backup.
(To an external drive).

Check Windows for issues.
(Duration: from 5 to 10 min).

Restore previous backed up data and settings to a new
computer.

O

Search for viruses and malware.
(Duration depending on the amount of data).

N Secured wipe of disks.
‘ (Duration: from 2 hours to more that 20 hours!).

E

Factory recovery of the computer.
(Duration: from 5 to 30 min ; certified for Windows 8 and
above).

Restoration of deleted data.
(Duration depending on the amount of data).

(oY YL -T2

Once the action completed and the report displayed, you will be back to this screen in order to be able to launch other
actions. You can go back to the start screen by clicking on the ﬁ button or exit from the application and switch off the PC
by clicking on the "“ button.

© Copyright SoftThinks™. The contents of this document are confidential and can not be used, Page 43/177

reproduced or diffused without prior written authorization from SoftThinks™.



sofTtthinks.

TECHNOLOGIES

SDS Kiosk 2.0
User Guide

Custom hardware diagnostics

This tool enables you to perform advanced and customized tests of PC components such as system disk, processor, memory
and battery. Those are the most common test ran but you can potentially run any test available though the BurninTest
engine from Passmark as we will see later. You can decide for each of these components if you want to test it or not, using
the button ®, and you can configure this test using the button 8.

Diagnostic Kiosk

Hardware diagnostics

Please select and customize the tests you want to run:

Internal Disks

) ‘ Battery

U} ‘ Memory

© o
© o
© ]
© o

Internal disks

Internal Disks

|:|Random read test
|:|Linear read test
[ ]Long SMART test

Those tests are using a proprietary engine but if you want you

Suite).

O .

Number of loops: 5
Test size: 10. MB
|:|Stop on 1st error

can use BurninTest Disk Test Suite (Cf. BurninTest Disk Test
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CPU
CPU [ @) L

|:|Maximum heat

Based on PassMark Software testing of a set of CPU algorithms for different systems, the “Maximum heat” test has been
produced that aims to generate the highest CPU temperature possible by BurninTest. This test is aimed at checking that the
cooling system is capable of doing its job with the system CPU under extreme load, especially when the CPU has been
overclocked.

For other details please refer to Appendix BurninTest CPU test.

Memory

Memory © £

OStandard
OM ulti-Process Torture Test
OAdress Windowing Extensions

Test pattern DefaUlt '

The Memory test, tests the reliability of the RAM installed in the computer. As BurninTest runs within windows some of the
available RAM is being used by windows and any other applications running. Any memory that is not already in active use
will be tested by the Memory test.

For other details please refer to Appendix BurninTest Memory test.

Battery
Battery © e

|:|Battery pre-test
|:|Battery main test |:|Full charge test

This test checks the battery's level (mWh) and compares this to a threshold value. The threshold value can be specified in
absolute, or percentage terms relative the the batteries designed capacity. Threshold exceeded errors will be raised if the
battery level drops below the threshold specified.

These checks can be carried out before the main tests as a pre-test, and/or during the main tests.

The Battery information will be logged in an interim result summary (e.g. every minute) and in the final result summary.
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Specific test or test sequence

The Kiosk hardware diagnostics are using the BurninTest engine from PassMark. This means that you can also test optical
drives (CD, DVD and Blu-ray), sound cards, graphics cards (GPGPU, Video RAM, 2D graphics, 3D graphics and video
playback), network ports, printers, microphones, webcams, battery's, tape drives, USB ports (USB 3.0 and 2.0), Serial ports
and Parallel ports (with the use of loop back plugs). If you have specialized hardware that BurninTest does not test out of
the box, you can write your own test and integrate it with BurninTest. For example, PassMark has produced plugin tests for
Touchscreens and Keyboards.

If you wish to execute specific hardware tests present in the BurninTest application but not available by default through the
kiosk interface, or if you wish to create a test sequence that you frequently run, you can generate those tests from the
BurninTest application and they will be automatically added to those already available in the kiosk:

soft th1ks DlagI'IOStIC K|OSk

Hardware diagnostics

Please select and customize the tests you want to run:

Internal Disks © -2

CPU © e

&v
BN Battery ©

Memory

U} ‘ Custom Test #1 ©

Please see the appendix Add more custom hardware diagnostics if you wish to add your own tests.

© Copyright SoftThinks™. The contents of this document are confidential and can not be used, Page 46/177

reproduced or diffused without prior written authorization from SoftThinks™.



softthinks. SDS Kiosk 2.0
User Guide

Once you have selected and configured your tests, click on “Continue” and the tests will be executed one after the other:

sk  Diagnostic Kiosk

Hardware diagnostics

The process is testing your device, please wait:

. Internal Disks

CPU

e Battery
U} Memory
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When the tests are completed, the icon at the right of each test indicates if an issue has been detected or not:

sk  Diagnostic Kiosk

Hardware diagnostics

The process is testing your device, please wait:

. Internal Disks

CPU

o Battery
U} Memory
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A report is then generated with the results of the custom tests (see the chapter Reports for more details):

Diagnostic Kiosk

A

Report
Information
PRODUCT: Inspiron 3521 (Inspiron 3521) A
MANUFACTURER: DellInc.
-+ - SERIAL NUMBER: DMOWPY1
snTtthiaks :
CPU: Intel(R) Celeron(R) CPU 1017U @ 1.60GHz

MOTHERBOARD: Dell Inc. - 0X2H5X - A0O

RAM DETECTED: 8192 MB

ST320LT012-1DG14C - 298.09 GB (C - GPT)
USB Flash Drive - 7.47 GB (D - MBR)
OPTICAL DRIVE:  TSSTcorp, DVD+-RW SU-208FB, D200 (E)

TECHNICIAN: INTERNAL DISK:
DATE: 24/01/2017 - 09:46:48 )

ID:

Intervention report

Customized memory diagnostic
v
Standard, Default

Customized CPU diagnostic .
v
v

CPU
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Search for errors in Windows (SmartRepair)

This feature repairs the most common issues of the operating system (boot sectors, partition table...) which prevents a PC
from booting. This is a simple procedure that can fix many software failures and it is the preferred procedure to run on any
PC that crashes while loading Windows.

sk  Diagnostic Kiosk

Smart Repair Progress Summary

The Services Kiosk is working to repair your system.

Note: See the appendix “Smart Repair” for more technical details.
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If everything is OK, all items are green. If not and one of the items reports an error, the kiosk will give you the option to
repair this item by clicking on “Repair”.

Diagnostic Kiosk

Smart Repair Results

The Services Kiosk has performed the following checks of your system:
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Search for viruses and malware

The kiosk allows you to search for for viruses and malware on the PC and to delete them. Performing this through the kiosk
provides the benefit of an intervention without booting the system; repairs are then potentially more effective.

Diagnostic Kiosk

Antivirus and antimalware

Select the partition you want to analyze.

OScan all computer

OScan only one partition

| v
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The kiosk also gives you the option to choose which partitions to scan:

Diagnostic Kiosk

Antivirus and antimalware

Select the partition you want to analyze.

OScan all computer

OScan only one partition

Jos ic:u v
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After selecting one or more partitions, click on “Next”. There will be a delay while loading the database of the antivirus and
antimalware before the scan starts:

ke  Diagnostic Kiosk

Antivirus and antimalware

47%
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If any infected files have been detected, you will be able to delete them:

Diagnostic Kiosk

Antivirus and antimalware

Files Virus detected Severity
\\?\F:\UltraVNC-102-Setup-Fr.exe not-a-virus:RemoteAdmi... Infected
\\?\F:\eicar2.zip EICAR-Test-File Infected
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Factory recovery of the PC

Choose this option to restore the PC to its initial state.

The kiosk can detect the presence of the PC recovery partition, and to use it to image the system again. (only for Windows
8 or later).

If no data backup has been perfomed, we will give you the option to create one before recovering the system (Cf. Backup
and migration of user data and settings).

The interface guides you through the process and stops on its own if the prerequisites are not fulfilled (for instance, a power
supply not connected).

Diagnostic Kiosk

Restoring Operating System...

The Services Kiosk is now restoring your Operating System.
Please wait while we perform this important task.

Installing: Microsoft® Windows® Operating System - Professional
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Restoration of deleted data (Undelete)

This feature allows you to restore files accidentally deleted. It will first analyze the PC storage:

sk  Diagnostic Kiosk

Restore deleted files

Analysis in progress...

78 %
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And then will display the list of the files which can be restored with a recoverability index:

Diagnostic Kiosk

Restore deleted files

Select the files you want to recover.

Files Indice
“ScreenShot_100237.jpg

2 atvites

You can either select files individually or click on "All files” to select all of them, and then choose the target directory before
clicking on “Next".

Note: We strongly recommend restore your files to another location in order to avoid any overwriting of the files to restore;
the kiosk will warn you about this, should the case happen.

© Copyright SoftThinks™. The contents of this document are confidential and can not be used, Page 58/177

reproduced or diffused without prior written authorization from SoftThinks™.



softthinks. SDS Kiosk 2.0
User Guide

ke  Diagnostic Kiosk

Restore deleted files

All files have been successfully recovered.
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TECHNOLOGIES

Backup and migration of user data and settings

The migration gives you the ability to backup user data and settings (wallpaper, etc...) to restore them later:

Diagnostic Kiosk

Data and settings backup

We will now back up your data and personal settings before we restore your system.

Please attach a USB drive with enough space to hold your files.

Below are the file types we have pre-selected to be saved.

Click "Continue" to proceed or click "Select more" to view the summary or add any additional files that you would like to save.

Photos Videos

Musics Financial Data

“
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Photos, videos, audio files and financial data are backed up by default, as well as some user settings (wallpaper, etc...) but
if you want to add more files, or eventually remove some pre-selected files, click on “Select more”":

softthinks Diag nOStiC KIOSk

Select additional file(s)

+ MMM UpdatusUser
= LW Public
Videos
* Pictures
Music
Libraries
Downloads
Documents
Desktop
Administrator
Videos
Searches
. Saved Games
= Pictures
Music
. Links
Favorites
Downloads
= Documents
Desktop
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Then click on “Continue”. An external storage device is required. If there is not enough free space, you will be asked to
connect a storage device with more free space:

sk  Diagnostic Kiosk

Attach External Drive.

Please attach a USB hard drive to your system in order to back up your data and personal settings.
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Once an external storage device with enough free disk space has been plugged in, the backup will start:

Diagnostic Kiosk

Creating the backup...

N

We are currently backing up all of your data.

Diagnostic Kiosk

Data Backup

a
Backup completed
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Diagnostic Kiosk

All files have been backed up.

The Services Kiosk has performed the task successfully.

A Y e
Shutdown your old computer and remove Connect your new computer and attach to it
the cables coming from the kiosk. the USB hard drive containing the backup.

N
Power on your new computer and follow the
instructions on the Services Kiosk and select

the option for the recovery of your user data
and settings backup.
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Recovery of user data and settings to a new device

We need to connect the external drive containing the backup to restore and select it in the list of the backups found:

Diagnostic Kiosk

Data Backup

One or more backup(s) has been found on your USB drive.
Select a backup to use from the list below and click “Continue”.

My Backup 6 - 01-02-2017 14:01 - 28.33 MB
My Backup 5 - 12-30-2016 13:24 - 2.17 MB
My Backup 4 - 12-29-2016 14:57 - 2.40 MB
My Backup 3 - 12-19-2016 15:56 - 174.83 MB
My Backup 2 - 12-19-2016 14:25 - 118.43 MB
My Backup 1 - 12-19-2016 12:48 - 118.39 MB
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Select the backup to restore and click on “Continue”and the recovery will begin.

Diagnostic Kiosk

Applying personal settings...

N

We are currently applying your personal settings.
Please do not remove the drives during this important task.
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Raw data backup

With this feature, only the data is backed up, not the user settings. Therefore, the screens are the same as for the “Backup
and migration of user data and settings” option. But the data restoration process is different since it's done through the
single auto-executable file, generated on the drive selected as target for the backup, which has its own Ul and doesn't
require the Kiosk and can be run on any Windows PC:

Welcome to the File & Folder Restore Wizard

This file and folder archive contains files that were backed up with Recovery Center
Click ‘Next’' to choose which files you'd like to restore from this archive.

Recovery Center

Powered by SoftThinks ® OO o e A Cancel
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Restore from a File & Folder Backup

What would you like to restore from this backup?

¢ Restore all files
¢~ Restore categories of files

(® Restore specific files or folders

Recovery Center

Powered by SoftThinks ® & SO009-2013 SoftThinks SAS Cancel

Select files and folders to restore.

Select files and folders to restore

=[] .- Page 063-Backup

Users

Public

£)
Recovery Center

Powered by SoftThinks ® " ST hirks Cancel

© Copyright SoftThinks™. The contents of this document are confidential and can not be used, Page 68/177

reproduced or diffused without prior written authorization from SoftThinks™.



SDS Kiosk 2.0

softthinks. :
User Guide

TECHNOLOGIES

Secure wipe of disks

This feature offers you to securely (ADISA certification) wipe a hard disk drive, for instance in order to resell it, after secure
erasure of the data of all former users.

Beware that this process is irreversible and potentially long, but it is the only one ensuring a 100% secured wipe.
If no data backup has ever been perfomed, we will give you the option to create one before wiping the system.

The interface will display the list of the disks present in the device. Click on “Wipe" button in the front of each disk you want
to wipe:

Diagnostic Kiosk

Disk Cleaner

Disk or volume data will be sanitized using a secured algorithm.

Disk ID: 1 - Model: INTEL SSOMCEAC120B3 - Size: 111.790 6B - SN: CVLI301 601851206

Disk 10: 2 - Model: STORE N GO - Size: 3.730 68 - SN: 07940808044E13AC
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You can stop wiping a disk at any time by clicking on the “Stop” button in the front of this disk:

Diagnostic Kiosk

Disk Cleaner

Disk or volume data will be sanitized using a secured algorithm.

Disk 10: 1 - Model: INTEL SSOMCEAC12083 - Size: 111.790 6B - SN: CVLI301 601851206

Disk 1D: 2 - Model: STORE N GO - Size: 3.730 68 - SN: 07940808044E13AC
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Reports

Synthetic report

After completion of every action, an incremental report is displayed:

Diagnostic Kiosk

Report

Information

PRODUCT:
MANUFACTURER:
1— L t l’] : l( SERIAL NUMBER:
19 o
S ’) - s MOTHERBOARD:
RAM DETECTED:
TECHNICIAN: INTERNAL DISK:
DATE: 03/01/2017 - 10:27:01
D: OPTICAL DRIVE:

Inspiron 7720 (inspiron 7720)
Dell Inc

PNSN793

Intei(R) Core(TM) i7-3610QM CPU @ 2.30GHzZ
Dell Inc. - A7E3T2 - X01

4096 MB

ST9750420AS - 696,64 GB (C.D - GPT)

INTEL SSDMCEAC120B3 - 111.79 GB (E - MBR)
STORE N GO - 3.73 GB (F - MBR)

Optiarc , DVDRWBD BC-5540H, 201A (G)

Intervention report

Quick SW diagnostic

Undelete
2 files recovered.

Data Backup
Backup completed (373 Backup completed)

Partition Table, Master Boot Record, Volumes, Boot files and Windows files are OK.

~
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You have the option to enter a comment that will be included in the final report left on user's PC and archived on the Kiosk:

, . . ®
Diagnostic Kiosk

Report

Information

HILI VWl Iuwil I wpwI L

Quick SW diagnostic

Partition Table, Master Boot Record, Volumes, Boot files and Windows files are OK.

Undelete

2 files recovered.

Data Backup
Backup completed (373 Backup completed)

EE B

Save comment |

Solution daveloped by Artnins and anmabware provded by Par: of haroware ciagnosees provided By

snftthrks. KA$PER$KY§ PASSMARK®

SOFTWARE

The final report is automatically exported in the HTML and PDF formats on the desktop of the PC. A copy is also archived in

the kiosk:
Report.pdf Report.html
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Full report

You would also need a detailed report to archive in order to respond to any questions that the end user would have and
that tracks this device if the user brings it back later.

This report will consist in an archive (ZIP file) containing the synthetic customer report as well as all HW test reports and any
other internal logs generated.

Below is an example of HW test report:

PassMark BurnInTest Log file - http://www.passmark.com

Date: 09/14/16 11:31:43
BurnInTest V8.0 Pro 1019 (64-bit)

System summary:

Windows 8.1 Ultimate Edition build 9600 (64-bit),
1 x Intel(R) Core(TM) i3-4010U CPU @ 1.70GHz,
5.9GB RAM,

699GB HDD, 22GB SSD,

CD-RW/DVDRW,

General:

System Name: MININT-F528CEV

Motherboard Manufacturer: ASUSTeK COMPUTER INC.
Motherboard Name: S551LN

Motherboard Version: 1.0

BIOS Manufacturer: American Megatrends Inc.
BIOS Version: S551LN.209

BIOS Release Date: 07/08/2014

CPU:

CPU manufacturer: GenuineIntel

CPU Type: Intel(R) Core(TM) i3-4010U CPU @ 1.70GHz
Codename: Haswell

CPUID: Family 6, Model 45, Stepping 1

Socket: FCBGA11l68

Lithography: 22nm

Physical CPU's: 1

Cores per CPU: 2

Hyperthreading: Enabled

CPU features: MMX SSE SSE2 SSE3 SSSE3 SSE4.1 SSE4.2 DEP PAE Intel64 VMX AES AVX AVX2 XOP FMA3
Clock frequencies:

- Measured CPU speed: 1696.1 MHz

- Base Clock: 100.0 MHz

- Multiplier range: Min: x8, Max non turbo: x17
Cache per CPU package:

- L1 Instruction Cache: 4 x 32 KB

- L1 data cache: 4 x 32 KB

- L2 cache: 4 x 256 KB

- L3 cache: 3 MB

Memory
Total Physical Memory: 6027MB
Available Physical Memory: 4839MB
Memory devices:
ChannelA-DIMMO:
- 4096MB, 1600MHz,
ChannelA-DIMMI :
- Not populated
ChannelB-DIMMO:
- 2048MB, 1600MHz,
- Serial#: 1E237DC4
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ChannelB-DIMML1:
- Not populated

Memory SPD:

Disk volumes

C: Local Drive, \\?\Volume{89912d91-6911-4d93-850d-d0c9b89311f9}\, SoftThinks, NTFS, (693.09GB total, 675.58GB
free)

Optical drive, \\?\Volume{8ffe633b-7abl-11e6-9f6e-806e6£66963}\

Local Drive, \\?\Volume{76825600-0194-48bf-9813-4aeb7d54b419}\, RECOVERY, NTFS, (5.32GB total, 2.07GB free)
Networked, SDS, NTFS

Local Drive, Boot, NTFS, (0.38GB total, 0.37GBR free)

Local Drive, \\?\Volume{d9b257fc-684e-4dcb-ab79-03cfa2f6b750}\, Boot, NTFS, (0.38GB total, 0.37GB free)

X W=z mo

Disk drives
Physical disk 0: size 698.64GB, Fixed
Physical disk 1: size 22.37GB, Fixed

Optical drives
D: MATSHITA DVD-RAM UJS8E2 S (CD-RW/DVDRW)

Network
Realtek PCIe GBE Family Controller (Speed: 1Gb/s) (MAC: 10:C3:7B:B6:D7:CO0)

Ports

RR R R Rk kb b b b b i

DETAILED EVENT LOG

R R R R R R R R

LOG NOTE: 2016-09-14 11:31:43, Status, PassMark BurnInTest V8.0 Pro 1019 (64-bit)
LOG NOTE: 2016-09-14 11:31:44, Status, Main Tests started
LOG NOTE: 2016-09-14 11:36:50, Status, Test run stopped

ER R R R R R

RESULT SUMMARY

ER R Ik kb b i i

Test Start time: Wed Sep 14 11:31:43 2016 (Accumulated results start time: Wed Sep 14 11:31:43 2016)
Test Stop time: Wed Sep 14 11:36:50 2016 (Accumulated results stop time: Wed Sep 14 11:36:50 2016)
Test Duration: 000h 05m 07s (Accumulated results duration: 000h 05m 07s)

Test Name Cycles Operations Result Errors Last Error
CPU 19 322 Billion PASS 0 No errors
TEST RUN PASSED

R R E kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 2 i

SERIOUS ERROR SUMMARY FOR THE LAST TEST RUN

R R R R R R R R R R R R R R R R R

PassMark BurnInTest Log file - http://www.passmark.com

Date: 09/14/16 11:37:05
BurnInTest V8.0 Pro 1019 (64-bit)

System summary:

Windows 8.1 Ultimate Edition build 9600 (64-bit),
1 x Intel(R) Core(TM) i3-4010U CPU @ 1.70GHz,
5.9GB RAM,

699GB HDD, 22GB SSD,

CD-RW/DVDRW,

General:

System Name: MININT-F528CEV

Motherboard Manufacturer: ASUSTeK COMPUTER INC.
Motherboard Name: S551LN

Motherboard Version: 1.0

BIOS Manufacturer: American Megatrends Inc.
BIOS Version: S551LN.209
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BIOS Release Date: 07/08/2014

CPU:

CPU manufacturer: GenuineIntel

CPU Type: Intel(R) Core(TM) 13-4010U CPU @ 1.70GHz
Codename: Haswell

CPUID: Family 6, Model 45, Stepping 1

Socket: FCBGA11l68

Lithography: 22nm

Physical CPU's: 1

Cores per CPU: 2

Hyperthreading: Enabled

CPU features: MMX SSE SSE2 SSE3 SSSE3 SSE4.1 SSE4.2 DEP PAE Intel64 VMX AES AVX AVX2 XOP FMA3
Clock frequencies:

- Measured CPU speed: 1696.3 MHz

- Base Clock: 100.0 MHz

- Multiplier range: Min: x8, Max non turbo: x17
Cache per CPU package:

- L1 Instruction Cache: 4 x 32 KB

- L1 data cache: 4 x 32 KB

- L2 cache: 4 x 256 KB

- L3 cache: 3 MB

Memory
Total Physical Memory: 6027MB
Available Physical Memory: 4844MB
Memory devices:
ChannelA-DIMMO:
- 4096MB, 1600MHz,
ChannelA-DIMMI :
- Not populated
ChannelB-DIMMO:
- 2048MB, 1600MHz,
- Serial#: 1E237DC4
ChannelB-DIMMI :
- Not populated

Memory SPD:

Disk volumes

C: Local Drive, \\?\Volume{89912d91-6911-4d93-850d-d0c9b89311£f9}\, SoftThinks, NTFS, (693.09GB total, 675.58GB
free)

Optical drive, \\?\Volume{8ffe633b-7abl-11e6-9f6e-806e6£66963}\

Local Drive, \\?\Volume{76825600-0194-48bf-9813-4aeb7d54b419}\, RECOVERY, NTFS, (5.32GB total, 2.07GB free)
Networked, SDS, NTFS

Local Drive, Boot, NTFS, (0.38GB total, 0.37GB free)

Local Drive, \\?\Volume{d9b257fc-684e-4dcb-ab79-03cfa2f6b750}\, Boot, NTFS, (0.38GB total, 0.37GB free)

X =z o

Disk drives
Physical disk 0: size 698.64GB, Fixed
Physical disk 1: size 22.37GB, Fixed

Optical drives
D: MATSHITA DVD-RAM UJ8E2 S (CD-RW/DVDRW)

Network
Realtek PCIe GBE Family Controller (Speed: 1Gb/s) (MAC: 10:C3:7B:B6:D7:C0)

Ports
R R R Rk b kb i i i

DETAILED EVENT LOG

Khkhkhkhkhk kA rhhk kA kK h kK

LOG NOTE: 2016-09-14 11:37:05, Status, PassMark BurnInTest V8.0 Pro 1019 (64-bit)
LOG NOTE: 2016-09-14 11:37:07, Status, Main Tests started
LOG NOTE: 2016-09-14 11:42:11, Status, Test run stopped

Kk Kk hkKhkhkhkKk kK kK Kkk

RESULT SUMMARY

R Rk ki i
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Test Start time: Wed Sep 14 11:37:05 2016 (Accumulated results start time: Wed Sep 14 11:31:43 2016)
Test Stop time: Wed Sep 14 11:42:11 2016 (Accumulated results stop time: Wed Sep 14 11:42:11 2016)
Test Duration: 000h 05m 06s (Accumulated results duration: 000h 10m 13s)

Test Name Cycles Operations Result Errors Last Error
Memory (RAM) 13 117 Billion PASS 0 No errors
TEST RUN PASSED

R R R R R R R I R I R R I i I i

SERIOUS ERROR SUMMARY FOR THE LAST TEST RUN

R h kb b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b e

PassMark BurnInTest Log file - http://www.passmark.com

Date: 09/14/16 11:42:28
BurnInTest V8.0 Pro 1019 (64-bit)

System summary:

Windows 8.1 Ultimate Edition build 9600 (64-bit),
1 x Intel(R) Core(TM) 1i3-4010U CPU @ 1.70GHz,
5.9GB RAM,

699GB HDD, 22GB SSD,

CD-RW/DVDRW,

General:

System Name: MININT-F528CEV

Motherboard Manufacturer: ASUSTeK COMPUTER INC.
Motherboard Name: S551LN

Motherboard Version: 1.0

BIOS Manufacturer: American Megatrends Inc.
BIOS Version: S551LN.209

BIOS Release Date: 07/08/2014

CPU:

CPU manufacturer: GenuineIntel

CPU Type: Intel(R) Core(TM) 13-4010U CPU @ 1.70GHz
Codename: Haswell

CPUID: Family 6, Model 45, Stepping 1

Socket: FCBGA1168

Lithography: 22nm

Physical CPU's: 1

Cores per CPU: 2

Hyperthreading: Enabled

CPU features: MMX SSE SSE2 SSE3 SSSE3 SSE4.1 SSE4.2 DEP PAE Intel64 VMX AES AVX AVX2 XOP FMA3
Clock frequencies:

- Measured CPU speed: 1696.0 MHz

- Base Clock: 100.0 MHz

- Multiplier range: Min: x8, Max non turbo: x17
Cache per CPU package:

- L1 Instruction Cache: 4 x 32 KB

- L1 data cache: 4 x 32 KB

- L2 cache: 4 x 256 KB

- L3 cache: 3 MB

Memory
Total Physical Memory: 6027MB
Available Physical Memory: 4847MB
Memory devices:
ChannelA-DIMMO:
- 4096MB, 1600MHz,
ChannelA-DIMMI :
- Not populated
ChannelB-DIMMO:
- 2048MB, 1600MHz,
- Serial#: 1E237DC4
ChannelB-DIMML1:
- Not populated
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Memory SPD:

Disk volumes

C: Local Drive, \\?\Volume{89912d91-6911-4d93-850d-d0c9089311f9}\, SoftThinks, NTFS, (693.09GB total, 675.58GB
free)

Optical drive, \\?\Volume{8ffe633b-7abl-11e6-9f6e-806e6f66963}\

Local Drive, \\?\Volume{76825600-0194-48bf-9813-4aeb7d54b419}\, RECOVERY, NTFS, (5.32GB total, 2.07GB free)
Networked, SDS, NTFS

Local Drive, Boot, NTFS, (0.38GB total, 0.37GBR free)

Local Drive, \\?\Volume{d9b257fc-684e-4dcb-ab79-03cfa2f6b750}\, Boot, NTFS, (0.38GB total, 0.37GB free)

X W =zmo

Disk drives
Physical disk 0: size 698.64GB, Fixed
Physical disk 1: size 22.37GB, Fixed

Optical drives
D: MATSHITA DVD-RAM UJ8E2 S (CD-RW/DVDRW)

Network
Realtek PCIe GBE Family Controller (Speed: 1Gb/s) (MAC: 10:C3:7B:B6:D7:C0)

Ports

R R R R R R R R

DETAILED EVENT LOG

RR R R Rk kb b b b b i

LOG NOTE: 2016-09-14 11:42:28, Status, PassMark BurnInTest V8.0 Pro 1019 (64-bit)
LOG NOTE: 2016-09-14 11:42:29, Status, Main Tests started
LOG NOTE: 2016-09-14 11:52:39, Status, Test run stopped

ER R Ik kb b i i

RESULT SUMMARY

* ok k ok ok ok ok kkkkkkk

Test Start time: Wed Sep 14 11:42:28 2016 (Accumulated results start time: Wed Sep 14 11:31:43 2016)
Test Stop time: Wed Sep 14 11:52:39 2016 (Accumulated results stop time: Wed Sep 14 11:52:39 2016)
Test Duration: 000h 10m 11s (Accumulated results duration: 000h 20m 24s)

Temperature CPU 0 average (Min/Current/Max): 49.0C / 57.5C / 60.5C

Temperature CPU 0 core 0 (Min/Current/Max): 50.0C / 58.0C / 61.0C

Temperature CPU 0 core 1 (Min/Current/Max): 48.0C / 57.0C / 60.0C

Temperature HDD 0 () (Min/Current/Max): 29.0C / 30.0C / 30.0C

Test Name Cycles Operations Result Errors Last Error
CPU 49 1.447 Trillion PASS 0 No errors
Memory (RAM) 18 169 Billion PASS 0 No errors
Temperature - - PASS 0 No errors

TEST RUN PASSED

R E kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 2 i

SERIOUS ERROR SUMMARY FOR THE LAST TEST RUN

R R R
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PART 2: USB KEYS AND EXTERNAL
HARD DISK DRIVES

0))

Diagnostic Kiosk

What would you like to do?

Restore deleted files on an
external drive

Connect my computer Connect my smartphone or tablet

Plug the USB key or disk on a USB port of the kiosk
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If the USB key or disk contains several partitions, you will be invited to choose the ones into which you want to search for
deleted files (only partitions from an external drive will be shown):

Diagnostic Kiosk

Restore deleted files

Select the partition you want to analyze.

OAll partitions

OOne partition

[pata [a\ v
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The USB key or external hard disk drive will be scanned for deleted files:

sft th1Ks Diagnostic Kiosk

Restore deleted files

Analysis in progress...

78 %
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And then display the list of the files which can be restored with a recoverability index:

Diagnostic Kiosk

Restore deleted files

Select the files you want to recover.

Files Indice
“ScreenShot_100237.jpg

2 atvites

You can either select files individually or click on "All files” to select all of them, and then choose the target directory before
clicking on “Next".

Note: We strongly recommend you to restore files to other media in order to avoid any overwriting of the files to restore; the
kiosk will warn you about this, should this case happen.
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ke  Diagnostic Kiosk

Restore deleted files

All files have been successfully recovered.

© Copyright SoftThinks™. The contents of this document are confidential and can not be used, Page 82/177

reproduced or diffused without prior written authorization from SoftThinks™.



snTstMTKS. SDS Kiosk 2.0
User Guide

PART 3: SMARTPHONES &
TABLETS UNDER ANDROID / 10S /
WINDOWS PHONE / WINDOWS RT

The kiosk has a module dedicated to the diagnostic and backup of Android, iOS and Windows Phone devices.

In order to operate correctly, the kiosk requires an Internet connection (preferably through Wi-Fi) and the hub below
plugged to AC power and to the Kiosk:

Always connect the hub to the AC adaptor and the power outlet first.
This should be done before connecting the hub to the Kiosk.
After connecting a new hub to the Kiosk, please allow the PC to configure the new windows

drivers for the hub and allow communication to take place across the USB interface. This
should take place automatically but may require a few minutes.

mceBox
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The first step consists of pluging in the device to treat on the port specified by the software (source or target) of the USB
hub:

= 4 e

Please Connect a device to the Target port No device connected

Troubleshooting:

Device / Cable selection wizard
Having issues? Follow these steps

If the message on the right indicates “No box connected” please refer to A "“No box connected” message appears on the
user interface in the troubleshoot guide.
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When you plug the device into the Target port as instructed, the kiosk will grab all hardware information in order to identify
it:

W ——
SHOTLENTIKS

A\l
¢

o’

Retrieving Device Information

If you have an issue getting the device to detect, please check that the USB hub is connected and that there is no issue with
the cable used to connect the device to this hub.

If the issue remains, click on the links “Device / Cable selection wizard” or “Having issues? Follow these steps” or consult No
Device Recognition in the troubleshoot guide.
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Once the device is detected and indentified, you might have to go through some manual operations in order to allow the
kiosk to interact with it:

= STCEA S _DX

Action Required Samsung Device Detected

Follow the below instruction on the Target port

Instructions:

1. Turn on USB Debugging mode.
2. Make sure that the device is unlocked and startup wizard is complete.
3. If a User Authorization request appears on the device,

check the "Always allow from this computer” check box

and click “"OK".

How to setup USB Debugging?
Please select the android version according to your device.

> Android 4.0 Versions or newer

> Android Versions older than 4.0

On-Device Mobile Security and Anti-Virus applications will block USB

For further instructions click here

Back @,

®)
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Some models distributed marginally (very low volume) may not be correctly managed. We invite you to check the list of
supported devices using the menu “List of supported devices” in the upper left hand corner:

Change Language

ke to do?

LRM Download Status

In Store Report
+ e

e-In, Account Setup , Apps&Media , On-Boarding and more.

> @ B @

Restore Account Apps&Media On-
setup

Boarding

Supported Device List

About

Content
Transfer

Backup

> Handle Returning Device

HealthCheck , Reset, Wipe, Software Flashing, Diagnostics.

Samsung SM-G920F

IMEI 357011074537628 Copy
Last Check  27/12/2016
O Refresh @ Device History

Supported Devices

Supported Devices

Search (3233) models available

J— Vendor Model Nickname Cable Contacts Images Vid«

Acer A100 Iconia Tab MINI-3m Yes Yes Ye
Cont
Tran; Acer A500 Iconia Tab MINI-3m Yes Yes Ye

Acer E140 beTouch MINI-3m Yes Yes Ye

Acer E210 Acer beTouch MINI-3m Yes Yes Ye

Acer E310 Liquid mini MINI-3m Yes Yes Ye

Acer S100 Liquid MINI-1H Yes Yes Ye

Acer S120 Liquid mt MINI-3m Yes Yes Ye

Copy
Cannot find a device? Missing something? Submit a support request
| f ice History
Export ‘ OK
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The menu in the upper left hand corner gives you access to other items such as the repository of cable usage and the
statistics module of device usage:

In-Store Report X

Workstation Report Summary

Review activities from a selected Time Frame.

Time Frame

Quick Selection Custom Selection

Last 7 days OR From ey To plamly

Generate Report

UAT 3

Time Frame: 10/4/2015 - 11/4/2015
Total Activities: 117

Total Workstation Count: 3
Success Rate: 99%

Activity Vs. Time Activity Types by Percentage
305
25+ T Types
HealihCh
edk.
204 H!
L Diagnost..
154 - 5

Fix lssues
! o
Wow
104 - Process.
T.ransfer

Backup
6%

Recycling
L] 5o

54

0 T T T T T T T 1
2015/10/06 2015/10/09 201511015 201510/21 20151103

Restore
201510008 20151012 201510116 2015110i22 R‘-
=
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After detection and configuration of the device, a SAMSUNG SM-G920F in the example below, it will appear on the right
side of the main screen, with its IMEI, and if it has already been treated in the past, you will be able to view everything that

has been done on it by clicking on the “Device History” button:

= ik

v

What would you like to do?

v Setup New Device

Content transfer , Activate , Trade-In, Account Setup , Apps&Media , On-Boarding and more.

< 0«1k @ B &
[ 1

Content Backup Restore Account Apps&Media On-

Transfer setup Boarding

Handle Returning Device

>

HealthCheck , Reset, Wipe, Software Flashing, Diagnostics.

Samsung SM-G920F

== X

i/

IMEI 357011074537628 Copy
Last Check  27/12/2016
{_} Refresh @vice@

Device History

Samsung SM-G920F History

Action Performed Result

Date Time

Store Name

Canceled 16:16:21

Diagnostics 06/01/2017

SoftThinks HQ Test Nicolas

Succeeded 11:18:21

Restore(Target) 06/01/2017

SoftThinks HQ Test Nicolas

Reset Process Succeeded 05/01/2017  12:14:50

SoftThinks HQ Test Nicolas

HealthCheck Succeeded 05/01/2017  11:29:23

SoftThinks HQ Test Nicolas

WOW Process Canceled 05/01/2017 10:28:03  SoftThinks HQ Test Nicolas

Restore(Target) Canceled 04/01/2017 18:06:19  SoftThinks HQ Test Nicolas

WOW Process Canceled 04/01/2017 17:50:36  SoftThinks HQ Test Nicolas Copy
Finish s :
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Setup a new device

This section includes all tools and process that you need to configure a new device:

v Setup New Device

Content transfer , Activate , Trade-In , Account Setup , Apps&Media , On-Boarding and more.

- P @ B @

Content Backup Restore Account Apps&Media On-
setup

Boarding

> Handle Returning Device

HealthCheck , Reset, Wipe, Software Flashing, Diagnostics.

= EX

Samsung SM-G920F

IMEI 357011074537628 Copy
Last Check  27/12/2016

‘ O Refresh ‘ @ Device History

1!
l

Content Content Transfer

Backup

Restore

Account setup

Apps & Media

On-Boarding

S @ e
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—
| Content Transfer

This module offers you to transfer contents (contacts, SMS, musics, videos) from one device to another, independently of
the operating systems.

1. Connect the device containing the data to transfer on the “Source” port of the hub:

Content Transfer (3 X

Please connect a device to the
Source port

Connect the device you want to read from

Troubleshooting:

Device / Cable selection wizard
Having issues? follow these steps

Back
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2. Click “Continue” to confirm the device was detected on Source port and continue the Transfer process:

Content Transfer 3 X

Samsung Galaxy S6 (SM-G920F) recognized as
Source device

Click "Continue" to confirm Source device and continue with Transfer process

Back Continue ‘

3. Plug the new device, to which you want to transfer your contents to, into the Target port (if you already plugged
it go directly to step 5):

Content Transfer [(E=[

Please connect a device to the
Target port

Connect the device you want to write to

Troubleshooting:

Device / Cable selection wizard
Having issues? follow these steps

Back
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4. Confirm the device:

Content Transfer B X

Apple iPhone 5S recognized as Target device

Click "Continue" to confirm Target device and continue with Transfer process

Back Continue

5. Depending on the operating system of the device plugged into the Source Port (Android in our example), some
manual actions could be required. The instructions corresponding to your device will be provided:

Action Required

On the device connected to the
Source port

. Turn on USB Debugging mode.
2. Make sure that the device is unlocked and startup wizard is complete.
. If a User Authorization request appears on the device,
check the "Always allow from this computer” check box
and click "OK".

How to setup USB Debugging?
Please select the android version according to your device.

> Android 4.0 Versions or newer

> Android Versions older than 4.0

On-Device Mobile Security and Anti-Virus applications will block USB communication

tal._al PrV s PV an An-nc neo e

Cancel
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6. Select the data you want to transfer:
Content Transfer 3 X

What would you like to Transfer?

> Contacts

Transfer only contacts

N Custom Content

Select the content types you wish to include

Contacts Images Videos
L]
D e D Select All

Continue

Cancel

For each file type (contacts, photos, videos, audio files and SMS), the number and the size of the files will be
displayed.

Note: Music files cannot be transferred under iOS because of the restrictions of this operating system. Contacts are
collected from the SIM card, from the device memory and from the user account.
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7. Indicate if you want to merge or overwrite the existing data on the target device:

Content Transfer

What would you like to do?

> Merge

Merge the source data to the Target

S Replace Content

Replace existing content on the Target (overwrite)

Back Continue
8. All selected data is then transferred from the “Source” device to the "Target” device:
Content Transfer 3 X
Transfer
ETA: 10:00

Elapsed Time: 00:00:43

P
() Contacts
+ Phone C

» SIM Contacts

Skip Step

Abort

9. Once the tranfer is complete, a report will be displayed with a summary of all the actions made on the device.
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s Backup

The “Backup” feature allows you to back up data for a future recovery, for instance before sending the device for repair or

before a delicate intervention.

1.

Content Backup

Where would you like to Backup to?

> USB Stick

Backup to a USB Stick
> Temporary Location
Backup to a secured temporary location (only one Backup file can be stored)

Cancel

Choose where to store the backup, either on a USB key or temporarily on the kiosk (USB Stick in this example):

@

X

Continue
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2. Plug the USB Stick to the Source port if not already done:

Content Backup

What would you like to Backup?

Missing Valid Mass Storage Device

The system failed to locate a valid mass storage device. Please connect
a valid mass storage device to the Source port and click Retry to start

the operation again.

Back

Continue

3. Select the data you want to back up:

> Contacts

Transfer only contacts

v Custom Content

Select the content types you wish to include

Contacts
2 ltems
2KB About 4 sec
Back

Images

504 ltems
340MB About 4 min

SMS

Content Backup

What would you like to Backup?

Videos

3 ltems

177MB About 1 min

Select All

Size Selected: 518MB

About 5 min

Continue
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4. All selected data is then backed up to the chosen location:

Content Backup E
Backup
Elapsed Time: 00:02:08 ETA: 10:00
':) Content
> Images
» Camera Images - 162/252
Contacts
Skip Step Abort
5. When the backup has completed, a report will be displayed:
Content Backup 3 X

Content Backup Completed Successfully

Content Backup from Apple iPhone 5S. Transfer type: Overwrite. Started at 17:11:02 Ended

selected.

Total operation time: 00:02:44
Total operation size: 1770MB

at 17:13:46
252/252 Images
0/0 Contacts Note: No contacts detected. Other contact sources (e.g. iCloud) are to be

Finish
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6. Backed up data is stored in a single encrypted file:

Fichier

Copier Coller

Accueil Partage Affichage
[ Nouvel élément ~

-*aAccés rapide v

% Couper
Copier le chemin d'accés

kB X

Déplacer Copier S i R
versv vers v o

)

dossier

[3] Coller le raccourci

Presse-papiers Organiser Nouveau

~ 9
BH sétectionner tout

55 Aucun

) ouvrir ~

Modifier

Propriétés o GRS
2 & Inverser la sélection

Ouvrir Selectionner

©

+ 1 |am » CePC » TURQUOISE (D)

v C,| | Rechercher dans : TURQUOIS... @

A Nom

¢ Favoris

B Bureau

@ mce System.MSDbackup.mce

Qﬁl Emplacements récents
|8 Téléchargements

1% CePC
|ju Desktop
ﬂ Documents
B Images
) Musique
|l Téléchargements
| B Vidéos
E Disque local (C:)

e TURQUOISE (D:)

1élément 1 élément sélectionné 3,72 Go
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2] Restore

The backup can be restored on any device. Howev